
Joint Standing Committee on Judiciary 
 

MEETING AGENDA 

Tuesday, October 17, 2023 

Maine State House, Room 438 (JUD Committee Room) 
The meeting will be livestreamed at the following link: https://legislature.maine.gov/Audio/#438  

 

10:00 a.m. Public Hearing 

 LD 1977, An Act to Create the Data Privacy and Protection Act (Rep. O’Neil) 

 

11:00 a.m.  Work Session 

LD 1705, An Act to Give Consumers Control over Sensitive Personal Data by Requiring 

Consumer Consent Prior to Collection of Data (Rep. O’Neil) 

LD 1902, An Act to Protect Personal Health Data (Rep. O’Neil) 

LD 1973, An Act to Enact the Maine Consumer Privacy Act (Sen. Keim)  

LD 1977, An Act to Create the Data Privacy and Protection Act (Rep. O’Neil)  

➢ Information from Legislative Analyst 

➢ Updates from bill sponsors 

➢ Comments from organizations that registered to speak on the following questions: 

(1) What are the benefits and drawbacks of including a private right of action in 

consumer data privacy legislation?  

(2) Should the Legislature enact standalone bills addressing biometric identifiers and 

health data in addition to enacting a comprehensive data privacy bill or should the 

Legislature address all types of consumer personal data in a single bill? Why? 

(3) How does the choice between an opt-in or an opt-out model for consumer consent 

to the collection, sharing and sale of personal data impact consumers? 

(4) Are there particular approaches to consumer data privacy in other states that you 

consider particularly valuable or problematic? 

(5) What existing federal laws protect consumer personal data in your industry (or 

the industry of concern to you) – what types of data do those laws protect (or not 

protect) and what types of companies do they regulate (or not regulate)?   

(6) Are there any pending Congressional proposals regarding consumer data privacy 

of which the Maine Legislature should be aware? 

 

**Please see list of registered commenters on the back of the page** 

 

After WS Discussion of Next Steps 

➢ Next Meeting: Wed. Nov. 8th at 10:00 a.m. (privacy bills work session) 

➢ Additional Work Sessions on privacy bills? 

o First: Tues. Nov. 28th or Wed. Nov. 29th 

o Second: Mon. Dec. 11th or Fri. Dec. 15th  

➢ Potential meeting about tribal issues? 

o Tentative Date: Tues. Dec. 12th 

  

https://legislature.maine.gov/Audio/#438
http://www.mainelegislature.org/legis/bills/display_ps.asp?PID=1456&snum=131&paper=&paperld=l&ld=1705
http://www.mainelegislature.org/legis/bills/display_ps.asp?PID=1456&snum=131&paper=&paperld=l&ld=1902
http://www.mainelegislature.org/legis/bills/display_ps.asp?PID=1456&snum=131&paper=&paperld=l&ld=1973
http://www.mainelegislature.org/legis/bills/display_ps.asp?PID=1456&snum=131&paper=&paperld=l&ld=1977
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Work Session on LD 1705, LD 1902, LD 1973 and LD 1977 

 

ACLU of Maine Meagan Sway, Policy Director  In person 

Anthem Diane Johanson In person 

AvaMed  Roxy Kozyckyj, Director, State Government and 

Regional Affairs 

Via Zoom 

Cato Institute Jennifer Huddleston, Technology Policy Research 

Fellow 

Via Zoom 

Computer & Communications 

Industry Association 

Alexander Spyropoulos, Regional State Policy 

Manager – Northeast 

Via Zoom 

Charter Communications Scott Cowperthwait, VP - Privacy & Cybersecurity  In person 

Consumer Reports Matt Schwartz, Policy Analyst Via Zoom 

Electronic Privacy Information Center Caitriona Fitzgerald, Deputy Director  Via Zoom 

Findhelp Toby Landau, Regional Director, Government 

Relations 

Via Zoom 

Hospitality Maine Nate Cloutier, Director of Government Affairs Via Zoom 

L.L. Bean Christiana van Voorhees, Senior Associate Counsel In person 

Maine Auto Dealers Association Anne E. Sedlack In person 

Maine Bankers Association Josh Steirman, Director of Government Relations 

Andy Grover, Executive VP, Bangor Savings Bank 

Craig Garofalo, Executive VP, Kennebec Sav. Bank 

In person 

Maine Broadband Coalition Myles Smith, Executive Director  In person 

Maine Credit Union League Ellen Parent, Director of Compliance In person 

Maine Hospital Association Jeff Austin, VP Government Affairs and 

Communications 

Possibly 

Zoom 

MaineHealth Sarah Calder, Senior Government Affairs Director In person 

Maine State Chamber of Commerce Ashley Luszczki, Government Relations Specialist  In person 

National Retail Federation Paul Martino, VP and Senior Policy Council  Via Zoom 

Office of the Attorney General Brendan O’Neil, Assistant Attorney General In person 

Planned Parenthood of Northern New 

England 

Lisa Margulies, VP of Public Affairs, Maine Via Zoom 

Retail Association of Maine Curtis Picard, President & CEO In person 

State Privacy and Security Coalition Andrew Kingman In person 

Technet Christopher Gilrein, Executive Director 

Massachusetts and the Northeast 

In person 

Wex Inc. Katie Hawkins, Legal Director of Regulatory 

Affairs 

In person 
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BILL ANALYSIS 

TO:  Joint Standing Committee on Judiciary 

FROM: Janet Stocco, Legislative Analyst 

DATE:  October 17, 2023 

RE: LD 1705, An Act to Give Consumers Control over Sensitive Personal Data by Requiring 

Consumer Consent Prior to Collection of Data (Rep. O’Neil)  

LD 1902, An Act to Protect Personal Health Data (Rep. O’Neil) 

LD 1973, An Act to Enact the Maine Consumer Privacy Act (Sen. Keim) 

LD 1977, An Act to Create the Data Privacy and Protection Act (Rep. O’Neil) 

 

SUMMARIES 

 

LD 1705 – Biometric Identifiers – effective January 1, 2025. 

LD 1705 proposes to regulate the collection and use by private entities of “biometric identifiers” (BIs)—

information generated by measuring an individual’s unique biological characteristics that can be used to identify 

the individual such as fingerprints or iris scans.   

LD 1705 would generally require private entities: 

• To obtain written or electronic consent before collecting, purchasing, receiving, storing, using, or sharing BIs; 

• To provide specific information for free, on request, about the BIs it possesses for the requesting individual;  

• To adhere to a publicly available BI-retention and destruction policy requiring destruction of BIs one year 

after a individual’s interaction with the entity and within 30 days of an individuals’ deletion request; and  

• To store and transmit BIs consistent with the industry standard of care in a way that prevents their disclosure. 

LD 1705 also proposes generally to prohibit private entities and the entities they contract with (processors) from:  

• Selling, leasing or trading BIs; and   

• Discriminating against customers who do not consent to the collection of their BIs. 

Remedies: Either an individual or the Attorney General may bring a civil action against a private entity for 

violations of the bill to recover either actual damages or specified civil penalties as well as reasonable attorney’s 

fees, court costs and equitable relief.  A violation is also prima facie evidence a violation of the Maine UTPA. 

 

 

LD 1902 – “My Health My Data Act” – regular effective date 

State and federal laws currently protect the privacy of health data held by health plans, health care providers and 

their business associates. LD 1902 proposes to regulate the collection, use and disclosure by private entities of 

“consumer health data” (CHD)—including biometric data.   

LD 1902 would generally require a private entity: 

• To obtain separate written or electronic consent for collection and for sharing of CHD, unless collection or 

sharing is necessary to provide a product or service requested by the consumer;  

https://legislature.maine.gov/bills/display_ps.asp?PID=1456&snum=131&paper=HP1094
https://legislature.maine.gov/bills/display_ps.asp?PID=1456&snum=131&paper=HP1217
https://legislature.maine.gov/bills/display_ps.asp?PID=1456&snum=131&paper=SP0807
https://legislature.maine.gov/bills/display_ps.asp?PID=1456&snum=131&paper=HP1270
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• To confirm its collection or sharing of CHD on request and to comply with both a consumer’s withdrawal of 

consent for the private entity to collect or share CHD and the consumer’s request to delete their CHD;  

• To adhere to a CHD privacy policy made available on its webpage and establish and adhere to a data retention 

and destruction policy; and  

• To adopt and follow security practices that limit access to CHD consistent with the industry standard of care. 

LD 1902 also proposes generally to prohibit: 

• Any person from selling CHD; 

• Any person from creating a geofence to identify, target or track a health care facility’s customers; and 

• A regulated entity from discriminating against customers who do not consent to collection or sharing of CHD. 

Remedies:  Identical to LD 1902. 

 

 

LD 1973 – Maine Consumer Privacy Act – regular effective date 

LD 1973 proposes to regulate private entities’ collection, use and disclosure of “personal data”—non-public data 

reasonably linkable to an identified individual, with heightened protections applicable to “sensitive data”—

personal data of children under 13 years of age and other, specifically listed types of data like biometric data.  The 

bill’s requirements apply to non-government entities not regulated by other specific federal or state privacy laws 

and except when the private entities are complying with their legal obligations under other laws or court orders. 

LD 1973 would generally require a private entity that operates in Maine: 

• To obtain affirmative consent (opt-in) before processing sensitive data for any purpose, processing personal 

data for targeted advertising or profiling or selling personal data for any purpose; or 

• To, for free at least once per year on receipt of a request, provide consumers with access to personal data it 

processes, correct inaccuracies in that data, delete the data, and provide a portable copy of the data;  

• Provide consumers with a privacy notice explaining what it does with personal data and consumer rights; and 

• To implement reasonable data security and integrity practices and conduct data protection assessments for its 

activities involving processing of personal data that poses a heightened risk of harm to consumers. 

LD 1973 also proposes generally to prohibit a private entity that operates in Maine from: 

• Collecting, processing or transferring personal data unless reasonably necessary and compatible with the 

purposes disclosed to the consumer  

• Collecting or processing personal data of certain minors for targeted advertising purposes; 

• Processing personal data in a way that violates state and federal laws prohibiting unlawful discrimination; and 

• Discriminating against consumers who exercise their rights, except may offer consumer loyalty programs. 

Remedies: The Attorney General may bring an action under the Maine Unfair Trade Practices Act (UTPA) to 

enforce violations after first providing notice of the violation and a 30-day opportunity to cure the violation. 

Repeal: The bill also repeals 35 M.R.S. §9301, a 2020 state law generally requiring Internet Service Providers 

(ISPs) to obtain consent before using, disclosing or selling a Maine customer’s personally identifying information.  

 

 

LD 1977 – Data Privacy and Protection Act – effective 180 days after adjournment (or later as specified) 

Like LD 1973, LD 1977 proposes to regulate private entities’ collection, use and disclosure of “covered data”—

non-public data reasonably linkable to an identified individual, with heightened protections applicable to 

“sensitive data”—personal data of minors and other, specifically listed types of data like biometric data.   

Unlike LD 1973, LD 1977 establishes as a general rule that covered data may only be collected, processed or 

transferred by private entities for specific allowed purposes, for example, providing requested products or services 

or to comply with obligations under other state, federal, tribal or local laws.  It also does not exempt private 

entities that are operating under specific federal laws (ex: HIPAA or Gramm-Leach-Bliley) from its purview. 
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LD 1977 would generally require a covered entity: 

• To obtain affirmative consent (opt-in) before transferring sensitive data, including all data of a minor, to an 

unaffiliated entity (3rd party), or transferring data about an individual’s selected video services to a 3rd party; 

• To provide individuals the option to conset (opt-out) of targeted advertising and any transfer of non-sensitive 

covered data to a 3rd party for a purpose that is not on the specific list of generally allowed purposes; 

• To, for free at least twice per year on receipt of a request, provide consumers with access to personal data it 

processed in the past 24 months; information on the sources of that data and the categories of 3rd parties to 

which it transferred the data and why; correct verified and substantial inaccuracies in that data; request 

deletion of the data by the covered entity and all transferees; and provide a portable copy of the data;  

• To make publicly available a dated privacy policy explaining what it does with covered data and consumer 

rights and provide affected individuals advance notice of material changes to the privacy policy; 

• To implement reasonable data security practices, prevent and mitigate reasonable risks, train employees with 

access to covered data, name privacy and security officers and conduct data protection assessments every 

other year for each of its activities that pose a substantial privacy risk to individuals; and 

• Conduct pre-deployment design evaluations and annual impact assessments on certain algorithms it uses. 

LD 1973 also proposes generally to prohibit: 

• Collecting, processing or transferring non-sensitive covered data unless reasonably necessary and sensitive 

data unless strictly necessary for a generally allowed purpose; 

• Collecting or processing sensitive data of adults for targeted advertising; engaging in targeted advertising to 

persons known to be minors; or processing or transferring SSNs for other than a few limited reasons; 

• Discriminating based on race, color, religion, national origin, sex or disability in covered data activities; and 

• Retaliating against consumers who exercise their rights, except may offer limited consumer loyalty programs. 

Private entity types:  The bill is not limited to businesses that operate in Maine or that target Maine residents. 

Fewer requirements apply to businesses that meet the bill’s definition of a “small business” while additional 

requirements apply to businesses that meet the bill’s definition of a “covered high-impact social media company,” 

“data broker” or “large data holder.” 

Remedies: The Attorney General, a district attorney or a municipal attorney may bring a civil action for violations 

of the bill to recover injunctive relief, obtain damages, civil penalties (not specified in amount), restitution or 

other compensation on behalf of Maine residents as well as reasonable attorney’s fees and litigation costs.  An 

individual (not just Maine resident) may bring an action for violations involving the individual’s covered data to 

recover damages of a least $5,000 per violation, punitive damages, injunctive and declaratory relief and 

reasonable attorney’s fees and litigation costs.  In addition, pre-dispute arbitration agreements are unenforceable. 

 

ADDITIONAL INFORMATION 

1. Appendices: 

a) Detailed comparison of LD 1705 (biometric identifiers, BIs) and LD 1902 (consumer health data, CHD) 

b) Detailed comparison of LD 1973 and LD 1977 (general consumer privacy bills). 

c) Other state information on regulation of biometric identifiers and consumer health data.  For other state 

information on general consumer privacy bills, please pose specific questions for the next WS. 

2. Maine Unfair Trade Practices Act:  The Maine UTPA prohibits “unfair methods of competition and unfair 

or deceptive acts or practices in the conduct of any trade or commerce”—certain statutes and rules adopted by 

the Attorney General declare certain actions to be prima facie violations of the UTPA.  Under the UTPA: 

a) The Attorney General may bring an action to enjoin a person from violating the UTPA if that action is in 

the public interest.  Any person who violates such an injunction may be ordered to pay a $10,000 civil 

penalty per violation and to restitution-type relief for individuals harmed by the violation of the 

injunction.  The AG may also seek civil penalties for intentional violations of the UTPA. 
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b) A private individual who purchases goods or services for family or household purposes may bring an 

action seeking actual damages, restitution, and equitable relief for UTPA violations.  Plaintiff must give 

the defendant 30-days’ notice of the action.  If defendant offers to settle the case and the final judgment is 

not more favorable to plaintiff than the offer, plaintiff may not recover attorney’s fees and costs. 

3. Competing biometric information definitions: 

 

LD 1705 LD 1902 LD 1973 and LD 1977 

2.  Biometric identifier.  "Biometric 
identifier" means information generated by 
measurements of an individual's unique 
biological characteristics, including a 
voiceprint or imagery of the iris, retina, 
fingerprint, face or hand, that can be used to 
identify that individual.  "Biometric identifier" 
does not include: 

A.  A writing sample or written signature; 

B.  A photograph or video, except for 
measurable biological characteristics that 
can be generated or captured from a 
photograph or video; 

C.  A biological sample used for valid 
scientific testing or screening; 

D.  Demographic information; 

E.  A tattoo description or a physical 
description, such as height, weight, hair 
color or eye color; 

F.  A donated organ, tissue or other body 
part, blood or serum stored on behalf of a 
recipient or potential recipient of a living 
or cadaveric transplant and obtained or 
stored by a federally designated organ 
procurement organization; 

G.  Health care information, as defined in 
Title 22, section 1711-C, subsection 1, 
paragraph E, obtained for health care, as 
defined in Title 22, section 1711-C, 
subsection 1, paragraph C;  

H.  An x-ray, computed tomography, 
magnetic resonance imaging, positron 
emission tomography, mammography or 
other image or film of the human 
anatomy used to diagnose or treat an 
illness or other medical condition or to 
further validate scientific testing or 
screening; or 

I.  Information collected, used or 
disclosed for human subject research. 

3. Biometric data. "Biometric data" 
means data generated from the 
measurement or technological 
processing of an individual's 
physiological, biological or behavioral 
characteristics that can be used 
individually or in combination with 
other data to identify a consumer. 
"Biometric data" includes, but is not 
limited to:  

A. Imagery of the iris, retina, 
fingerprint, face, hand, palm and 
vein patterns and voice recordings, 
from which an identifier template 
can be extracted; or 

B. Keystroke patterns or rhythms, 
gait patterns or rhythms and sleep, 
health or exercise data that contain 
identifying information. 

Notes: 

(1) To be regulated as “consumer 
health data” under LD 1902, biometric 
data must: 

• Be information that describes or 
reveals the physical health, mental 
health, disability, diagnosis or 
health condition of a consumer; 
and 

• Must relate to the consumer’s 
conditions, diagnoses, treatments, 
medications, bodily functions, 
efforts to research or obtain health 
care services and supplies, gender-
affirming care or reproductive or 
sexual health information. 

(2)  The info. excluded in ¶G & ¶I of 
the definition of “biometric identifier” 
in LD 1705 are also excluded from 
regulation under §1350-X(1) & (3) of 
LD 1902. 

LD 1973:  

• Does not define “biometric 
data” 

• Treats “The processing of . . 
. biometric data for the 
purpose of uniquely 
identifying an individual” as 
“sensitive data.” 

LD 1977: 

2. Biometric information.  
"Biometric information" 
means covered data generated 
from the technological 
processing of an individual's 
unique biological, physical or 
physiological characteristics 
that is linked or reasonably 
linkable to an individual. 
"Biometric information" 
includes fingerprints; voice 
prints; iris or retina scans; 
facial or hand mapping, 
geometry or templates; or gait 
or other unique body 
movements. "Biometric 
information" does not 
include a digital or physical 
photograph; an audio or video 
recording; or data generated 
from a digital or physical 
photograph or an audio or 
video recording, that cannot 
be used, alone or in 
combination with other 
information, to identify an 
individual. 

Note:   

• “Biometric information” is 
treated as “sensitive data.” 
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ISSUES FOR CONSIDERATION 1 

 

1. BI definition: Are the differences in the definitions of “biometric identifier,” “biometric data” and “biometric 

information” intentional?  Is LD 1705 intended to include behavioral BIs (ex: gait), not just physical BIs? 

 

2. Overlapping Regulation:   

a) Unlike LD 1905, LD 1705 appears generally designed to regulate BIs held by private entities for non-

health-care purposes.  However, it may be possible for a private entity to collect BIs for a non-health-

related reason, yet those BIs may at some future point qualify as CHD under LD 1902.  For example, if an 

entity uses a retina scan to confirm a customer’s identity, it is possible future technology will allow that 

scan to “reveal” eye diseases?   

b) The general consumer data privacy bills, LD 1973 and LD 1977, regulate a broad category of personally 

identifying data.  Both treat biometric data that can identify a unique individual as “sensitive data” subject 

to more protections than other personal data, while LD 1977 also treats CHD as “sensitive data” subject to 

heightened protection.  However, the bills differ from LD 1705 and LD 1902 as well as from each other 

on whether consent is required to collect, process and transfer such data, and under what circumstances.   

Thus, the committee may wish to consider regulating BIs, CHD and other personal data through separate 

legislation (exempting the narrower categories of data from any omnibus legislation) or regulating all 

personal data (with different levels of protection for different data) through one omnibus piece of legislation. 

 

3. Maine connection: While LD 1902 and LD 1973 are directed only at non-government entities that conduct 

business in Maine or that target the provisions of goods or services to Maine residents, LD 1705 and LD 1977 

are not so limited, raising potential dormant commerce clause concerns. 

 

4. Other states & complexity: Representatives from multiple industries highlighted the need for regulatory 

consistency across states, regarding, for example, consent mechanisms, required privacy policies, definitions 

of “consent,” “sensitive data,” “targeted advertising,” etc.  In addition, several industry representatives 

emphasized that complex regulatory schemes are anti-competitive in that it is much more difficult for small 

businesses to comply with complex regulations than large businesses.   

 

5. Opt-in:  

a) Industry representatives expressed concern that requiring affirmative consent (opt-in) for collection, 

processing and transfer of personal data could overwhelm consumers (lead to “consent fatigue”) and they 

urge the committee to follow the opt-out consent model adopted by several other states.  They also note 

that opt-in consent requirements significantly raise the cost of advertising for small businesses. Consumer 

advocates counter that opt-out mechanisms can be so onerous they are simply unworkable for consumers.  

b) More specific to BIs, industry advocates urge that requiring opt-in for collection and processing of BIs 

could harm consumers who do not opt in, because BIs provide stronger protection, for financial records 

and transactions for example, than passwords. By contrast, Representative O’Neil and consumer 

advocates support an opt-in approach that provides more control for consumers in part because: a person 

cannot change a BI once it has been divulged in a data breach or stolen by an identity thief; BIs less 

accurately identify minorities, women, the elderly and children, not only undermining their security of BI-

authenticated transactions but also rendering them vulnerable to misidentification; and political protesters, 

domestic violence survivors and others may wish to limit their vulnerability to tracking using their BIs. 

 

                                                           
1 This bill analysis does not attempt to summarize policy arguments presented in testimony related to reasons to vote for 

or against a bill as written.  Instead, this analysis summarizes only those issues that the analyst reasonably believes may lead 

a committee member to consider proposing an amendment to the bill. 
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6. Remedies:  

a) Industry representatives cautioned against private rights of action generally as well as the specific 

wording of the provisions in LD 1702, LD 1905 and LD 1977 allowing set monetary penalties to accrue 

for “each violation” or “per violation” of the law. Similar language in the Illinois Biometric Privacy 

Information Act Law has been interpreted to permit the recovery of liquidated damages each time a 

company scans or transmits a person’s BI without consent, leading to enormous damages awards. Such 

enormous financial risk can hinder innovation and consumer choice in affected states.  By contrast, 

consumer advocates argue that private rights of action are essential enforcement mechanisms typically 

employed by consumer protection laws, especially when government agencies lack sufficient resources to 

bring enforcement actions.  Private rights of action, they argue, are the only meaningful mechanisms to 

deter violations of these laws and to make harmed individuals whole. 

b) Consumer advocates object both generally and to the specific language of the 30-day right to cure 

provision in LD 1973, which they interpret as prohibiting the Attorney General from bringing a lawsuit if 

the defendant promises in writing not to continue violating the law—even if violations of the law 

continue. Industry advocates argue, by contrast, that cure periods allow industry members that are acting 

in good faith to correct inadvertent or technical violations, focusing lawsuits on the truly nefarious actors. 

 

7. Effective date: Industry advocates recommend delaying the effective date of consumer privacy legislation to 

afford companies an opportunity to understand the law’s provisions and adjust their practices to comply with 

those provisions. As currently drafted, only LD 1705 provides more than a year delay before it takes effect, 

although LD 1977 provides a 6-month period for industry to comply with most of its provisions and an 

additional one to two years for compliance with specific, more burdensome requirements. 

 

8. Recent legislative history: Representative O’Neil introduced LD 1945, An Act to Regulate the Use of Biometric 

Identifiers, in the 130th Legislature.  

a) Six members of the Judiciary Committee voted in favor of amending the bill to establish a legislative 

study comprised of seven legislators to make recommendations for legislation that could be reported out 

by the Judiciary Committee in the 131st Legislature concerning the collection, storage, use, sale security 

and destruction of biometric identifiers.  The Senate adopted this committee amendment to LD 1945.   

b) Six different members of the Judiciary Committee voted in favor of an amended version of LD 1945 that 

included  both language similar to that set forth in LD 1705 and the legislative study language.  The 

House voted in favor of this committee amendment to LD 1945 and, thus, the bill died in nonconcurrence.   

c) There are several differences between the substantive portion of the latter committee amendment to LD 

1945 and LD 1705, including that LD 1705: 

• Exempts from regulation facial surveillance information governed by Title 25, chapter 701; 

• Authorizes an individual to request deletion of the individual’s BI through a representative and only 

requires the deletion of BIs in response to a request that can be verified by the private entity; 

• Includes a new section, §9604, establishing additional requirements for “affirmative written consent”; 

• Imposes data-security requirements on processors and not just private entities; 

• Extends the requirement for consent to collect, use or disclose BIs to require consent for storing BIs; 

• Removes language from LD 1945 prohibiting a private entity from “otherwise profiting from” BIs 

(instead the relevant provision in LD 1705 only prohibits the sale, lease or trade of BIs); 

• Extends the prohibition against providing a different quality of goods or service to an individual who 

does not consent to collection of a BI to all individuals who exercise their rights under the law; 

• Authorizes any “individual alleging a violation” to bring a civil action against an offending private 

entity (LD 1945 allowed actions only by an “individual whose [BI] is the subject of a violation”); and 

• Removes unallocated language from LD 1945 providing that the bill may not be construed as 

legislative intent regarding the definition of “personal information” in any other state law. 
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9. Applicability Exceptions:  The committee should carefully consider what types of information and what 

types of entities (or both) that are subject to regulation under other federal or state privacy laws should be 

exempted from the scope of these bills.  Each bill takes a different approach to this issue. 

 

10. Specific proposed amendments (from testimony) 

 

a) All bills: 

• Maine State Police: clarify all entities regulated by these bills must share information with law 

enforcement pursuant to subpoenas or search warrants validly obtained under federal or state law.  

 

b) LD 1705 (Biometric identifiers) 

• AvaMed: More clearly exclude information subject to federal laws, federal regulations and state laws 

governing access to health care information. See language proposed in testimony. 

• CCIA: (a) eliminate the private right of action; (b) add a 30-day right to cure; (c) amend definition of 

“BIs” to include only data generated by automated measurements of a consumer’s biological 

characteristics and to exclude all photographs or videos without qualification; and to exclude publicly 

available and de-identified information; (d) amend definition of “personal information” to exclude 

publicly available and de-identified data; and (e) amend definition of “consent” to include electronic 

consent (Analyst Note: electronic consent already included).  See proposed language in testimony. 

• Center for Progress: (a) clarify the prohibition of discrimination based on failure to allow collection, 

processing or transfer of BIs, unless use of the BI is “strictly necessary” to the sale of goods or 

provision of the service.  What if the use of BIs makes the service convenient and efficient and less 

risky to the entity?  What if different family members have different choices but one smart device?  

• Maine Credit Union League and Maine Bankers Association: exempt financial institutions subject to 

the Gramm-Leach-Bliley Act. 

• Professor Scott Bloomberg (Maine Law): consider amending the definition of BI to include biometric 

data—for example, about facial characteristics like smiling, eye movements—even when it is not 

used to identify a specific individual, as these involuntary movements reveal consumer preferences. 

 

c) LD 1902 (Consumer Health Data) 

• AvaMed: More clearly exclude information subject to federal laws, federal regulations and state laws 

governing access to health care information. See language proposed in testimony. 

• Anthem & Maine Auto Dealers Association: Exempt the insurance industry, which is already subject 

to extensive regulation, from the provisions of the bill. 

• CCIA: (a) more narrowly define CHD by removing “efforts to research health care services or 

supplies,” information related to “bodily functions” and (within definition of “gender-affirming care 

services”) “products that . . . affirm an individual’s gender identity” to avoid situations where data 

about purchases of feminine care products, toilet paper or undergarments is considered CHD; 

(b) narrow the definition of “location information” to focus not on whether that data could be used to 

indicate a consumer’s attempt to receive health care services or supplies but instead to focus on 

whether the company is collecting or processing the data for that purpose—e.g., allow a directions 

app to collect location information for purposes of providing directions even for patients at a clinic; 

(c) eliminate private right of action and (d) include at least a 30-day right to cure period. 
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• Consumer reports: define the “discrimination” prohibited when a consumer chooses not to consent to 

collection or sharing of CHD—i.e. denying goods or services, charging different prices and providing 

a different level or quality of service.  See language proposed in testimony dated Oct. 11, 2023. 

• EPIC: Limit the collection of CHD to instances where it is “strictly necessary” to provide a product 

or service requested by the consumer—i.e., eliminate the option for a consumer to consent to the 

collection of CHD and strengthen the “necessary” standard for collecting CHD without consent. 

• findhelp: Broaden the definition of CHD to include “social care information”—which would include 

that relates to the need for, payment for, or provision of social care including day care, housing, 

transportation, employment, etc. See language proposed in testimony dated Oct. 11, 2023. 

• Maine Bureau of Insurance: Exempt from the bill CHD covered by the Insurance Information and 

Privacy Protection Act (Title 24-A, Chapter 24 of the Maine Revised Statutes), which governs the 

collection, use and disclosure of information gathered in connection with insurance transactions in the 

State or by insurance organizations of Maine residents and is currently enforced by the bureau. 

• TechNet: (a) exempt entities subject to regulation by HIPAA, not just the “protected health 

information” that is subject to regulation by HIPAA; (b) narrow the definition of CHD to exclude 

information “derived” or “extrapolated” from CHD, which if included could have unintended 

consequences, (c) define the types of “medication” purchases included in the definition, to avoid 

situations where data on purchases of toilet paper or feminine hygiene products is considered CHD. 

 

d) LD 1973 (general consumer privacy; Keim) 

• ACLU of Maine, Maine Attorney General and Maine Broadband Coalition: oppose LD 1973, 

specifically the provision repealing Maine’s ISP privacy law (35-A M.R.S. 9301). 

• CCIA: (a) limit requirement for opt-in consent to processing or sale of sensitive data, otherwise apply 

an opt-out consent approach for sale and processing of non-sensitive consumer data; (b) amend the 

definition of “consent” to remove the affirmative act requirement and not exclude acceptance of terms 

of use agreement or hovering over, muting, pausing or closing a given piece of content; (c) amend the 

definition of “processor” to include not just persons but also legal entities that process data on behalf 

of a controller (analyst note: under 1 M.R.S. §72(15) when “person” is used in Maine statute it “may 

include a body corporate); (d) amend definition of “sale” of personal data to include only sales for 

monetary consideration not sales for “other valuable consideration”; (e) expand the provisions of 

§9603(1)(A) and (D), which exempt controllers from confirming that they process personal data or to 

providing a portable copy of that personal data to consumer’s if doing so would reveal a “trade 

secret” to also exclude instances where the disclosure would reveal “sensitive business information”; 

and (e) provide a delayed effective date of no earlier than January 1, 2025 to provide businesses with 

adequate time to comply with the law. 

• Maine Attorney General: (a) do not limit the bill’s applicability to entities that control or process the 

data of ≥100,000 Maine residents or of ≥ 25,000 Maine residents and derive > 25% of their gross 

revenue from selling personal data—because most Maine businesses do not reach these thresholds 

and would be exempt from the bill; (b) narrow the list of categorical exemptions from the bill, some 

of which may be inappropriate and the inclusion of which render the bill vulnerable to constitutional 

challenge; (c) do not exempt sale of data to an “affiliate” from the prohibition on selling data without 

consent; (d) expand the definition of “targeted advertising” to include targeted advertising within the 

controller’s own websites and applications; (e) do not prohibit the AG’s office from promulgating 

interpretive rules; (f) allow private rights of action; (g) do not require 30-day right to cure; (h) do not 

allow companies to offer financial incentives to disclose data through consumer loyalty programs; 

and (i) do not allow actions in compliance with other state’s laws if they violate this legislation. 
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• Multiple industry representatives: support enactment of LD 1973 if the opt-in consent requirement is 

amended to require only opt-out consent to match approach of most if not all states with privacy laws. 

• Maine Chamber of Commerce: supports LD 1973 if the opt-in consent requirement is limited to the 

processing of sensitive data only. 

• Retail Association of Maine: (a) due to seasonal sales volumes, use a July 1st rather than a January 1st 

effective date; (b) delay the effective date by at least 2 years, to allow Maine businesses to comply; 

and (c) provide reduced regulation for small businesses, for example those that employ less than 50 

employees. 

 

e) LD 1977 (general consumer privacy; O’Neil) 

• There has been insufficient time to review the testimony from today’s public hearing for proposed 

amendments to LD 1977. 

 

REQUESTS FOR INFORMATION 

 

1. Maine State Chamber of Commerce: Examples of how Maine businesses use BIs currently. 

 

2. Maine Credit Union League: Available data on security breaches in Maine credit unions caused by guessed 

passwords (as opposed to use of biometric identifiers to confirm account holder’s identity). 

 

3. Representative O’Neil: Information on how geofencing works and why LD 1902, which is based on a 

Washington state law, does not limit the use of consumer health data by government agencies. 

 

4. Retail Association of Maine: Source of its assertion that there have been a lot of cases brought against small 

businesses under the private right of action in the Illinois Biometric Information Privacy Act. 

 

DRAFTING ISSUES  

 

1. Technical drafting issues: Each bill has multiple technical drafting issues, including ambiguous language, 

internal inconsistencies, and technical violations of state drafting standards.  The committee may wish to 

authorize the analyst to work with the relevant bill sponsor or a specific committee member(s) to work 

through these issues after a substantive vote to move forward with a bill has been taken. 

 

2. More substantive issues 

 

a) LD 1705: (a) Limit applicability to private entities conducting business in Maine? 

(b) Clarify when the bill’s provisions apply to “processors” and not just private entities? 

(c) Amend the definition of “private entity” to more clearly exclude all government actors, including 

federal government actors, and only when acting in a government capacity? 

(d) What info. must a private entity disclose under §9606(2) for the 12 months before it collects a BI? 

(e) Clarify who has standing to bring a private right of action alleging a violation of the bill’s provisions? 

 

b) LD 1902: (a) What is the relationship between “biometric data” as described in the definitions of 

“consumer health data” and “personal information” in the bill? 

(b) Is opt-in consent required for processing CHD, or does opt-in consent for collection cover processing? 

(c) What types of discrimination are prohibited by §1350-Q(4) and for exercising what rights? 
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(d) What are the remedies for the bill’s prohibitions against “any person” selling CHD or creating a 

geofence around a health care facility? 

 

c) LD 1973: (a) Is consent sufficient to permit targeted advertising to minors and sale of minor’s personal 

data and, if so, for what ages of minors? 

(b) How must a controller provide the privacy notice to consumers? 

(c) What are the difference between “consent” and “opt-in” in the bill?  Are these the same?  Relatedly, 

are the opt-in mechanism requirements in §9605(7) applicable to all consents? Even before July 1, 2025? 

(d) Is the “reasonably necessary and compatible” standard in §9605(2)(E) clear? 

(e) How often must data protection assessments be conducted by controllers? What if the processing 

changes, must a new data protection assessment be conducted? 

(f) §9607(3) creates a new public records exception for data protection assessments shared with the 

Attorney General.  If a majority of the committee approves of this new public records exception, a review 

of the new exception is required under the Freedom of Access Act. 

(g) Does §9609(1)(E), as written, allow consumers to waive the requirements of this law via contract? 

 

d) LD 1977: (a) Limit applicability to private entities conducting business in Maine? 

(b) What is the relationship between the requirements for “affirmative consent” and “opt out” consent in 

§9609(5) and §9610(1)? 

(c) Is the “reasonably necessary and proportionate” standard in §9604(1) and (2) clear? 

(d) What counts as “data previously collected in accordance with this chapter” in §9604(2)(B), given the 

vastly different types of allowed purposes for collecting, processing and transferring this data?  

(e) Under §9604(2)(G) and §9605(3)(B), may a covered entity and service provider comply with court 

orders, subpoenas and warrants? And may they release location information to law enforcement under all 

of the exigent circumstance exceptions to the warrant requirement in current 16 M.R.S. §650? 

(f) How do the required data policies in §9606 and required data security practices in §9616 relate? 

(g) What does the prohibition on unlawful pricing in §9607 mean?  Is it limited to the bill’s topics? 

(h) Does the authority to charge different prices in §9607(3)(E) swallow the anti-retaliation rule? 

(i) How and where must a privacy notice be made publicly available? 

(j) When may a covered entity transfer non-sensitive covered data of an adult – conflict between §9609(5) 

and §9619(1) – and for a minor – does §9609(5) prevent transfers for purposes allowed in §9604(2)? 

(k) Should §9614(1) be amended to prohibit discrimination on the basis of all MHRA protected classes? 

(l) The bill refers to rules but has no rulemaking authority. Is the intent to include rulemaking authority 

for the Attorney General or a cross-reference to the Maine UTPA (and thus to AG rulemaking authority)? 

(m) What amount of civil penalties, in addition to or instead of damages, may the Attorney General, 

district attorney or municipal counsel recover in an enforcement action? 

 

FISCAL INFORMATION 

 

Not yet determined by OFPR for any of the bills (as of October 16, 2023). 

 

 



0

0 
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 LD 1705 – Biometric Identifiers (BIs) LD 1902 – Consumer health data (CHD) 

Protected 
Data 

❖ Biometric identifiers (BIs)- information that can be used to identify 
an individual generated by measuring the individual’s unique biological 
characteristics—e.g.: 

• a fingerprint, handprint or faceprint  

• a voiceprint  

• a retina or iris scan, etc. 

Excludes:  
o writing sample or signature  
o photo or video (except for characteristics captured from it) 
o biological sample for testing or screening 
o demographic information 
o tattoo or physical description 
o donated blood, organ or body part 
o scan of human anatomy for diagnosis or treatment 
o information for regulated human subject research 

❖ Consumer health data (CHD) – personal info. (reasonably capable 
of being linked to a consumer) describing or revealing the consumer’s 
physical or mental health, disability, diagnosis or health condition—
including information related to: 

• health conditions, diagnoses, testing, treatments, medication uses or 
purchases, symptoms, research of health care services or supplies  

• “Gender-affirming care information” 

• “Reproductive or sexual health information”  

• “Genetic data” or “biometric data” related to items listed above 

• Location information indicating attempt to acquire health care 

• Info. akin to the above derived by machines from non-health info.  

Excludes:  
o information in federal, state, local government public records 
o deidentified data 
o information used to engage in regulated human subject research 

Covered 
entities 

❖ Private entity: individual acting in commercial capacity or a business 

❖ Processor: private entity that collects, processes, stores or otherwise 
uses BIs for another private entity 

Excludes (for both definitions above):  
o State or local government agency or 
o State judicial officer or clerk of court 

❖ Regulated entity: person that conducts business in Maine or targets 
Maine consumers and collects, shares, sells or directs processing of CHD  

Excludes:  
o A government agency 

❖ Service provider – person that processes CHD for regulated entity 

Applicability  ❖ Information not affected: 

• “Health care information” “obtained for health care” under 22 

M.R.S. §1711-C (state analog to HIPAA) 

• Health information “subject to” federal HIPAA and its regulations 

• Personal information collected, processed, sold or disclosed by 
financial institutions under federal Gramm-Leach-Bliley Act 

• Facial surveillance data regulated by state Title 25, chapter 701 

❖ Activities not affected: 

• Does not affect admissibility/discoverability of evidence  

• Consent not required when disclosing BIs for the following reasons: 
o To complete a financial transaction requested by the individual 

o As required by federal or state law, a warrant or a subpoena 

❖ Information not affected:  

• Health care information “collected, used or disclosed in accordance 

with” 22 M.R.S. §1711-C (state analog to HIPAA) 

• Health information “collected, used or disclosed in accordance 
with” federal HIPAA and its regulations  

• Patient identifying info. “collected, used or disclosed in accordance 
with” federal regulations for substance use disorder patient records 

❖ Activities not affected: 

• Information of individuals acting in an employment context 
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 LD 1705 – Biometric Identifiers (BIs) LD 1902 – Consumer health data (CHD) 

Requirements 
related to 
protected data  

❖ Activities permitted only with individual’s consent (opt-in) 

• Collect BI 

• Purchase/receive/obtain BI 

• Use BI 

• Store BI 

• Transfer/disseminate BI 

❖ Activities permitted only (a) with consumer consent (opt-in) or  
(b) if necessary to provide a product or service requested by consumer 

• Collect CHD 

• Purchase/receive/acquire CHD 

• Retain CHD 

• Share CHD (i.e., license or disclose CHD) 
Exceptions: may share without additional consent (a) to service 
provider consistent with purpose for collecting CHD; (b) to 3rd 
party with direct relationship to regulated entity to provide a 
requested product or service or (b) to a successor in interest  

❖Prohibited activities: 

• Sell/lease/trade BI  

❖ Prohibited activities: 

• Sell CHD 
Exceptions: may sell (a) to service provider consistent with 
purpose for collecting CHD; (b) to a successor in interest via 
merger or bankruptcy; (c) individual may sell own CHD 

Processor / 
Service 
Provider 
Restrictions 

❖ Processors may not: 

• Sell/lease/trade BI 

• Collect, store, process, use or disclose BIs unless authorized by 
contract with the private entity 

❖ Service providers may not: 

• Process CHD unless authorized by contract with the regulated entity 
(otherwise it assumes all responsibilities of a regulated entity) 

• Retain CHD after end of contracted services unless required by law 

• Fail to assist regulated entity in fulfilling its obligations under the law 

Requirements 
to obtain 
consent 

• Must be written (includes electronic), specific and unambiguous 

• Consenting individual may not be under duress or undue influence 

• Must be written (includes electronic), specific and unambiguous  

• Must be voluntary & may not be based on material 
misrepresentations or misleadingly designed user interface 

 • Separate consent required for collection & sharing of CHD 

• Must be after having been informed 
o That a BI is being collected, obtained, stored, etc. and for what 

purpose and what length of time 

• Must be after receiving a request to use CHD that: 
o Is made through primary means used to offer a product/service 
o In language in which product or service is provided  
o Reasonably accessible to consumer with a disability 
o That clearly describes categories of CHD to be collected, 

processed or transferred and for what purpose 
o Explains option to refuse consent, which must be as prominent 

and may not take more steps than granting consent 

• Consent may not be: 
o Based on execution of a general release form or user agreement 
o If electronic consent – user interface may not influence toward 

consent and not giving consent must be the default setting 

• Consent may not be based on: 
o Acceptance of general terms of use agreement 
o Hovering over, muting, pausing or closing a piece of content 
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 LD 1705 – Biometric Identifiers (BIs) LD 1902 – Consumer health data (CHD) 

Discrimination 
prohibited 

❖ Private entities may not: 

• Condition sale of goods or service on collection or use of BI – 
unless strictly necessary to provide the goods or service 

• Charge different price or give different quality of goods or service to 
customer who exercises rights (including right not to consent) 

❖ Regulated entities may not discriminate (not defined) against 
consumers who choose not to consent to collection or sharing of CHD 
 

Geofence 
restriction n/a 

No person may create geofence around health care facility to (a) ID, 
(b) track, (c) collect data from or (d) send notices to customers therein. 

Required 
privacy policy 

❖ Private entity must make written policy available to the public with: 

• Guidelines for retention/permanent destruction of BIs  
 
 
 
 
 

❖ Private entity must adhere to its written retention/destruction policy 

o Except may comply with state or federal law, subpoena, court 
order or warrant in manner that deviates from the policy 

❖ Regulated entity must post on its homepage a policy disclosing: 

• Types of CHD collected, why and how it will be used 

• Sources from which CHD is collected 

• What CHD is shared & with whom (and give their contact info.) 

• How long each category of CHD is retained 

• How consumer can exercise their rights under LD 1902 

❖ Regulated entity may not: 

• Collect, use or share any category of CHD not in its policy 

• Collect, use or share CHD for any purpose not in its policy 

• Ask service provider to act in manner inconsistent with its policy 

Required 
disclosure 

❖ Private entity, on request, must disclose the following for the 12 
months prior to BI collection through the date of disclosure: 

• Types of BIs associated with requester 

• Personal information related to the BIs 

• Sources of BIs and personal information linked to the BIs 

• Uses of BIs and personal information linked to the BIs 

• Types of 3rd parties to whom BIs were disclosed and types of linked 
personal information that was disclosed 

❖ Cost: May not charge for disclosure 

❖ Regulated entity, on request, must confirm to a consumer: 

• Whether it collects consumer’s CHD and give access to that CHD 

• Who it shares consumer’s CHD with and give contact info. (email) 

• It has not sold the consumer’s CHD 

❖ Other information regulated entity must provide in response: 

• Consumer may withdraw consent for CHD collection or sharing 

• Consumer has right to have CHD deleted and how to do so 

❖ Request mechanics:  

• consumer may make request at any time 

• method must be secure and request must be authenticated 

Deletion of 
protected data 

❖ Private Entities 

• By request: Within 30 days of authenticated request, private entity: 
o Must permanently destroy requestor’s BIs 

❖ Regulated entities 

• By request: Within 30 days (and without unreasonable delay) of 
receiving authenticated request, regulated entity must: 
o Delete requester’s CHD from its records/systems; and 
o Notify service providers & 3rd-party transferees of request 
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 LD 1705 – Biometric Identifiers (BIs) LD 1902 – Consumer health data (CHD) 

• Generally: must permanently destroy BI at earliest of: 
o Date initial purpose for obtaining BI is satisfied, 
o 1-year after last interaction with the individual, or 
o 30 days after individual’s verified request to destroy BI 

• Generally: must permanently destroy CHD  
o When deletion of CHD is required by law 
o When CHD no longer necessary for purpose for which consent 

was given unless regulated entity is required to retain CHD by 
law or the consumer consents to retention 

❖ Service providers and 3rd parties that receive CHD:  

• Must “honor” deletion requests when notified by regulated entity 

• Must delete CHD at end of providing service to regulated entity 
unless required to retain CHD by law 

Data Security ❖ Private entity and processor must: 

• Store and transmit BIs: 
o Consistent with industry reasonable standard of care 
o In as protective as its manner for storing and transmitting other 

“confidential and sensitive information” (ex: SSNs) 

❖ Regulated entity shall: 

• Protect confidentiality and integrity of CHD 
o Consistent with industry reasonable standard of care applicable 

to the volume and nature of the information  

• Restrict access to CHD by employees or others – only allow if 
strictly necessary to provide product or service customer requested 

Special 
provisions for 
private entities 
as employers 

❖ Consent required — in the form of a release signed by employee as 
a condition of employment — to use employees’ BIs to: 

• Provide access to secure locations and/or computers  

• Record start and end of work day and meal or rest breaks 

❖ Prohibited use of employees’ BIs: 

• Use of BIs for employee tracking 

❖ Policy governing use of employees’ BIs need not be made public 

n/a  
(“consumer” does not include individual in employment context) 

Remedies for 
violations 
 
Identical remedies 

for these bills 

❖ Individual or Attorney General may bring a civil action against a private entity and is entitled to recover: 

• The larger of: actual damages or civil penalties of ≥ $1,000 per negligent violation or ≥ $5,000 per reckless or intentional violation;  

• Reasonable attorney’s fees and court costs (including expert witness fees); and  

• Any other relief, including equitable relief.  

❖ An action may also be brought under the Maine Unfair Trade Practices Act (UTPA) 

Effective Date January 1, 2025 Not specified (90 days after adjournment) 

 



Attachment B:  Detailed comparison of LD 1973 and LD 1977 

Prepared by Office of Policy and Legal Analysis (10.17.23) 1 

 LD 1973 (Keim) LD 1977 (O’Neil) 

Protected 
Data 

❖ “Personal data”:  

• Non-public information  

• Linked or reasonably linkable to an identified individual 
 

❖ “Sensitive data”: subset of personal data including: 

• Data revealing race, ethnicity, religion, mental or physical health, 
sexual orientation, citizenship or immigration status 

• Processing of biometric or genetic data to uniquely ID a person 

• Precise geolocation data (within 1,750 feet) 

• Personal data of a child <13 years of age 

 

Exception (both types of data above): 

• “Consumer” is defined for purposes of the bill to exclude an 
employee, contractor, etc. interacting with a controller solely in 
an employment context 

 

❖ “Covered data”: 

• Non-public information, including derived data 

• Linked or reasonably linkable, alone or in combination with 
other information, to an identifiable individual 

❖ “Sensitive data”: subset of covered data including: 

• Data revealing race, ethnicity, religion, mental or physical health, 
disability, diagnosis, sexual behavior, employment history, union 
membership or family or social relationships 

• Biometric and genetic information 

• Location information (within 1,850 feet) 

• Information of person known to be a minor <18 years of age 

• Social security, passport or driver’s license number 

• Account or device log-in credentials or access codes 

• Private communications (email, text, DM, voicemail, mail) and 
information about the transmission of those communications 

• Calendar and address book information, phone or text logs, 
photos, audio recordings, and videos if those are for private use, 
whether on the individual’s device or remotely stored 

• Photo or video images of naked or undergarment-clad genitals 

• Information about video content requested by an individual and 
an individual’s online activities over time 

Size and 
Maine 
connection 
requirements 
for regulation 

❖ Law applies to persons: 

• Conducting business in Maine or targeting Maine residents  

• That processed or directed processing of, in last calendar year: 
o ≥100,000 Maine residents (except payment transactions) or 
o ≥25,000 Maine residents and derived > 25% of gross 

revenue from the sale of personal data 

❖ Law applicable to persons that for any of the prior 3 years: 

• Collect or process data of >75,000 individuals per year (other 
than solely for purpose of billing for requested product/service)  

• Have average annual gross revenue >$20,000,000 or 

• Receive any revenue for transferring covered data 

Note: no Maine connection required 

Types of 
covered 
entities 

❖ Controller: person that determines purpose and means of processing 
personal data 

❖ Processor: person that processes personal data for a controller 

❖ Covered entity: alone or jointly determines purposes and means of 
collecting, processing or transferring covered data 

❖ Service provider: collects, processes or transfers covered data for a 
covered entity or federal, state, tribal or local government  

Exceptions to 
applicability  
 
 

❖ Law not applicable to (types of entities / types of data): 

• State or its political subdivisions or boards or agencies, 

• Certain tax-exempt organizations 

• Higher education institutions and data regulated by FERPA 

❖ Law not applicable to: 

• Government entities 

• Service providers that exclusively and solely process information 
provided by government entities (except as specified below) 
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 LD 1973 (Keim) LD 1977 (O’Neil) 

Note:  
for LD 1973, 
see lists on pp. 
4-6 and 12-14 

• Financial institutions or data subject to Gramm-Leach-Bliley Act 

• National securities ass’ns under Securities Exchange Act of 1934 

• Entities and protected health information regulated by HIPAA 
and intermingled/indistinguishable info. held by those entities 

• Info. that has been de-identified in accordance with HIPAA 

• Info. for public health activities as authorized by HIPAA 

• Identifying info. related to substance-use disorder treatment  

• Identifiable information collected as part of human subject 
research conducted under federal law or international guidelines 

• Info. collected, processed, sold or disclosed in compliance with: 
o federal Health Care Quality Improvement Act of 1986 
o federal Fair Credit Reporting Act 
o federal Driver’s Privacy Protection Act of 1994 
o federal Farm Credit Act of 1971 
o federal Airline Deregulation Act of 1978 

• Information of those applying to or employed by a controller, 
processor or third party or to administer benefits to employees 

• Disclosures that violate an evidentiary privilege under state law 

• Disclosures that violate freedom of speech or press 

❖ Controller / Processor activities not affected by bill: 

• Complying with federal, state or local laws, investigations, 
subpoenas or summonses & defending legal claims 

• Providing product or service requested by the consumer, 
including performing contracted services (ex: warranty) 

• Taking immediate steps to protect an interest essential for the 
life or physical safety of a consumer or other individual 

• Preventing or responding to security incidents, identity theft, 
fraud, harassment or illegal activity or report those incidents 

• Engaging in scientific or statistical research that adheres to all 
other ethics and privacy laws and is overseen by an IRB 

• Assisting another controller or processer with its compliance 

• Process personal data for public health purposes subject to 
confidentiality obligations of federal or state laws 

• Collection, use or retention of data for internal use, including 
R&D, product recalls, identifying and repairing technical errors 

• Processing of personal data by person for own household use 

 
 
 
 
 
 
Note: LD 1977 does not similarly include a comprehensive list of 
activities unaffected by the requirements/prohibitions in the bill.   
 
Instead, it generally limits collection, processing and transferring 
of covered data to specific allowed purposes listed on pp. 6-7: 

• Complying with obligations under local, state, tribal or federal 
laws & defending legal claims 

• Completing transaction for a requested product or service 

• Fulfilling a product or service warranty 

• Preventing harm if have a good faith believe individual at risk of 
death, serious physical injury or other serious health risk 

• Preventing or responding to security incident (network security 
or physical security, including trespass, medical alert, fire alarm) 

• Preventing or responding to fraud, harassment or illegal activity 
targeted at or involving the controller or service provider 

• Conducting scientific, historical or statistical research that 
adheres to all relevant laws and regulations 

• Authenticating users of product or service 

• Carrying out a product recall under state or federal law 

• Delivering non-advertisement communication to an individual 
that is reasonably anticipated by their interaction with the entity 

• Delivering commination at direction of an individual 

• Ensuring security and integrity of covered data 

• Support individuals’ participation in civil engagement, including 
voting, petitioning, unionizing, providing indigent legal services 

• Transferring assets to successor in interest after notice to 
affected individuals and reasonable opportunity to withdraw 
consent or request deletion of covered data 

• Previously collected data – distinct purposes allowed, 
including for targeted advertising (see page 6, lines 5-24) 
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 LD 1973 (Keim) LD 1977 (O’Neil) 

Requirements 
related to 
protected data  

❖ All collection, processing, transfer and sale of personal data must be:  

• Reasonably necessary & compatible with the purpose 
disclosed to the consumer (unless obtain consent) 

❖ All collection, processing and transferring of covered data must be:  

• For an allowed purpose (See list above) 

• Reasonably necessary & proportionate to that purpose 

❖ All collection or processing of sensitive data must be: 

• Strictly necessary to achieve an allowed purpose (other than 
promoting civic engagement) 

❖ Activities permitted without consent 

• Processing (includes collecting, processing and disclosing but 
not selling) of non-sensitive personal data for any purpose 
except targeted advertising 

❖ Activities permitted without consent 

• Collecting, processing or transferring to a service provider any 
covered data for an allowed purpose (see list above) 

• Transfer adult’s covered data to 3rd party for allowed purpose  

❖ Activities permitted only with consent (opt-in) 

• Processing sensitive data for any purpose 

• Processing personal data for targeted advertising 

• Selling personal data 
Exceptions: “sale” defined to exclude sharing personal data 
with (a) processor; (b) 3rd party for purpose of providing 
requested product or service; (c) affiliate or (d) successor in 
interest after merger, bankruptcy or other transaction. 

• Process personal data for “profiling”- i.e., “solely automated 
decisions that produce legal or similarly significant effects” 

❖ Activities permitted only with consent (opt-in) 

• Transfer any covered data of minor to 3rd party  
Exception: Cybertip about child victims to NCMEC 

• Transfer sensitive data to a 3rd party 
Exceptions: may transfer (a) to comply with law; (b) to 
prevent imminent injury; (c) to a successor in interest; (d) to 
transfer password to identify reused passwords; (e) to 
transfer genetic info. for medical diagnosis or treatment 

• Transfer info on selected video content or services to 3rd party 
Exceptions: same as (a) to (e) above 

 ❖ Activities permitted only with choice to opt-out 
(opt-out consent appears to be the intent of §9609(5) and §9610(1)) 

• Transfer non-sensitive covered data to 3rd party for other than 
one of the allowed purposes (See list above but see §9619(1)) 

• Targeted advertising to person (unless known to be a minor) 

❖ Other prohibited activities (regardless of consent): 

• Collect or process personal data of minors known to be ages  
13-15 for targeted advertising (it is not 100% clear from the text of 
the bill if this activity is intended to be prohibited, even with consent)  

❖ Other prohibited activities (regardless of consent) 

• Process or transfer SSNs (except for limited reasons—e.g., for 
credit extension, authentication, collection or payment of taxes, 
enforce a contract, prevent fraud/crime or as required by law) 

• Process sensitive data for targeted advertising 

• Targeted advertising to person known to be a minor  
(stricter requirements for high-impact social media companies 
and data holders described below) 
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Processor and 
Third-party 
activity 
restrictions 

❖  Processor:  

• May not process personal data beyond directions in contract 
with controller (otherwise, it assumes the responsibilities of a 
controller under LD 1973, including being subject to remedies) 

• May not collect, process or transfer personal data if has 
knowledge covered entity violated law with respect to that data 

❖  Service Provider (including those serving only government entities): 

• May not collect, process or transfer covered data except 
pursuant to contract with covered entity (otherwise, it assumes 
all of the responsibilities of a covered entity under LD 1977) 

• May not assist covered entity with known violation of the law 

❖  Third party (see definition page 5): 

• May not process covered data and sensitive data 

Exceptions: may process: 

▪ Covered data and sensitive data: (a) to complete a transaction 
for a requested product or service; (b) to authenticate a 
user; or (d) to prevent or detect a security incident 
(intrusion, medical alert, trespass or fire alarm) 

▪ Non-sensitive data: for purpose disclosed in privacy notice 
(recall this transfer has an opt-out requirement) 

▪ Sensitive data: for purpose for which consumer gave opt-in 
consent to transfer 

Requirements 
for consent  

❖ Consent requirements: 

• Written or electronic statement that is specific and unambiguous 

• Freely given (user interface may not impair decision-making) 

• By (a) consumer, (b) designated agent, guardian or conservator; 
or (c) parent or legal guardian of minor < 13 years old 

❖ Consent (opt-in) requirements:         Note: opt-out consent not defined 

• Affirmative act that is specific and unambiguous 

• Freely given (not based on material misrepresentations and user 
interface may not be designed to impair decision-making) 

• By (a) individual or (b) parent or legal guardian of a minor 

• (Not explicit) presumably consumer must be informed of the 
purposes for which personal data is processed (perhaps the 
privacy notice is sufficient for this purpose?) 

• After receiving standalone request from covered entity that: 

▪ Is made via primary medium to offer product/service 

▪ Is in each covered language (top 10 per US Census) used to 
sell the product/service 

▪ Is reasonably accessible to individuals with disabilities 

▪ Clearly explains, with prominent headings, categories of 
covered data collected, processed or transferred and why 

▪ Clearly explains individual’s rights related to consent 

• Mechanism to opt-in: (a) must be easy to use; (c) may not have 
opt-in as a default setting and (c) must enable controller to verify the 
Maine residency of the consumer & legitimacy of opt-in request    

• Mechanism to revoke must be at least as easy as to consent 

• Option to refuse consent must be as prominent as and may not 
take more steps than granting consent  

• Mechanism to withdraw consent must be clear and conspicuous 
and as easy to execute as providing consent 
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❖ Consent may not be based on: 

• Accepting a terms of use agreement (must be standalone) 

• Hovering over, muting, pausing or closing a piece of content 

❖ Consent may not be based on: 

• Individual’s inaction 

• Individual’s mere continued use of service or product 

Discrimination 
and retaliation 
prohibitions 

❖ Controller may not process (includes collect and disclose) personal 
data in manner that violates state and federal laws against discrimination 

 

 

❖ Controller may not discriminate against consumer for exercising a 
right under this law, including by: 

• Denying or charging different prices for goods or services 

• Providing different level or quality of goods or services 

Exception:  

• Need not offer product or service w/out required personal data  

• May offer different price, quality or selection of goods or 
services via a voluntary consumer loyalty program 

❖ Covered entity and service provider may not collect, process or 
transfer covered data in manner that discriminates based on race, color, 
religion, national origin, sex or disability 

Exceptions: (a) self-testing to prevent discrimination; (b) diversifying 
applicant or customer pool; (c) private clubs not open to the public 

❖ Covered entity may not retaliate against consumer for exercising a 
right under this law, including by: 

• Denying or charging different prices for goods or services 

• Providing different level or quality of goods or services 

Exceptions:  

• Need not offer product or service w/o strictly necessary data  

• May offer different price, quality or selection of goods or 
services via a voluntary consumer loyalty program only if: 

▪ Only necessary covered data is transferred to 3rd parties as 
part of the program, data transfers are disclosed to program 
members and transferred covered data is not retained for 
any other purpose by 3rd party.  

• May condition price or level of service on provision of financial 
information for billing purposes 

• May offer financial incentives to participate in marketing 
studies (with certain limitations on the top of p. 10) 

Consumer / 
individual 
rights 

❖ A consumer has a right, upon making authenticated request, to: 

• Confirm whether controller processes personal data  

• Access data processed by controller  

• Correct inaccuracies in personal data 

• Delete personal data about the consumer 

• Obtain portable copy of own personal data from a controller 

Exceptions:  

• Controller need not disclose info that reveals a trade secret 

• Controller need not disclose de-identified data or data the 
controller is not reason. capable of associating w/the consumer 

❖ A consumer has a right, upon making authenticated request, to: 

• Download non-archived covered data collected, processed or 
transferred by the covered entity within previous 24 months  

• Be told categories of 3rd party transferees of covered data and 
for what purposes, with an option to request 3rd party names 

• Be told the sources from which covered data was collected 

• Correct verified substantial inaccuracies/incomplete info. 
with reasonable efforts to notify 3rd parties & service providers 

• Delete covered data with reasonable efforts to notify 3rd parties  

• If technically feasible, obtain portable copy for self or another 
entity of processed covered data not including derived data 



Attachment B:  Detailed comparison of LD 1973 and LD 1977 

Prepared by Office of Policy and Legal Analysis (10.17.23) 6 

 LD 1973 (Keim) LD 1977 (O’Neil) 

• Controller may retain data deletion request & minimum data 
necessary to ensure data remains deleted in its system 

Exceptions:  

• The exceptions in LD 1973 all apply (except may protect 
“privileged & confidential business info.” not just trade secrets)  

• Need not respond if request furthers fraud, criminal activity, a 
security threat, breach of contract or unfair/deceptive practice 

• Need not comply if would violate state or federal law or the 
federal constitutional rights of another individual 

• Need not comply if action would require access to or correction 
of another individual’s sensitive data 

• Need not delete data for reasons on p. 15 (described below) 

❖ Request / appeal process:   

• Each consumer generally may make one free request per year  

• Request process must be secure, reliable and verify requester ID 

• Controller may charge a reasonable fee or decline to act on 
technically infeasible, excessive or repetitive requests 

• Controller must notify consumer of unauthenticated request 

• Controller must act / decline to act within 45 days of request 

• Consumer may appeal controller’s inaction within a reasonable 
time and decision (with reasoning) required within 60 days 

• If appeal denied, must provide mechanism to complain to AG 

❖ Request process: 

• Each individual may make two free requests per year 

• Request process must not be materially misleading or use an 
interface designed to impair individual’s reasonable choice 

• Covered entity may deny demonstrably impracticable or 
prohibitively costly requests, with explanation to requester 

• Covered entity must notify individual of unauthenticated request 
and request additional info. for verification purposes only 

• Covered entity must act/decline to act within 60 days of request 
- may extend once by 60 days if reasonably necessary  

Required 
privacy notice 
/  
privacy policy 

❖ Controller must provide accessible and clear privacy notice of: 
 

• Controller’s contact information (e-mail or other)  

• Categories and purposes of personal data it processes 

• How consumers may exercise their rights  

• What categories of personal data are shared with what categories 
of 3rd parties 

 

❖ Covered entity and service provider must provide accessible and 
clear privacy policy in each covered language it uses, stating: 

• Name and contact info. of covered entity/service provider and 
entities within corporate structure to which it transfers data 

• Categories and purposes of covered data it collects or processes  

• How long it intends to retain each category of covered data  

• Prominent description of how to exercise individual’s rights 

• What categories of covered data are shared with what categories 
of 3rd parties and for what purposes  

• General description of its data security practices 

• Effective date of the policy 

❖ Material change to privacy policy – a covered entity must, before 
implementing a new policy for prospectively collected covered data: 

• Take reasonable measures to notify each affected individual  

• Provide reasonable opportunity for withdrawal of any consents  
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Deletion of 
protected data 

❖ By request: as is explained above, controller must delete protected 
data within 45 days of authenticated consumer request  

Exceptions: 

• may retain data deletion request & minimum data necessary to 
ensure data remains deleted in its system  

• may decline a technically infeasible, excessive or repetitive 
request, subject to the appeal procedures stated above   

❖ By request, as is explained above, covered entity must delete covered 
data within 60 days of authenticated consumer request (may extend 1x) 

Exceptions: need not comply with deletion request that: 

• unreasonably interferes with providing product/service to 
another person the covered entity currently serves 

• requires deletion of data of public figure or official and the 
requester has no expectation of privacy in that data 

• involves data necessary to perform contract with requester 

• involves data that must be retained for professional ethics 

• involves data reasonably believed to be evidence of unlawful 
activity or abuse of covered entity’s products or services 

• for private schools, requires deletion of data that would 
unreasonably interfere with providing education services 

❖ In general, covered entity and service provider must delete covered 
data no longer necessary for purpose of collection, processing or transfer 

Exceptions 

• If have affirmative consent (opt-in) to retain data 

• If required to retain data by law  

Previously 
collected data 

❖ Controller must, by July 1, 2025, delete consumer’s personal data that 
it has for purposes of sale or targeted advertising unless consumer opts-
in to the sale or targeted advertising 

❖ Covered entity may process and transfer previously collected 
covered data for the specific purposes set forth on p. 6, lines 5-2 
(includes targeted advertising, for example) 

Data Security 
 
(and Data 
Security 
Officers) 
 

❖ Controller must: 

• Establish & implement reasonable data security and integrity 
practices appropriate to the volume and nature of the data 

• Process covered data of a child <13 years old in accordance with 
federal Children’s Online Privacy Protection Act of 1988 

❖ Covered entity and service provider must 

• Establish & implement reasonable data security practices to 
protect against unauthorized access appropriate to volume and 
nature of the data, size and complexity of entity, sensitivity of 
the data, current state-of-the art safeguards and costs  

• Identify and assess internal and external risks to the system 

• Prevent and mitigate reasonably foreseeable risks/vulnerabilities 

• Train employees with access to covered data 

• Implement procedures to detect/respond to security breaches 

• Designate a privacy officer and a data security officer 

▪ To implement data security policies & 

▪ To facilitate compliance with this law 
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Data 
Protection / 
Privacy 
Impact 
Assessments 

❖ Controller must: (timeframe not specified) 

• Conduct and document a data protection assessment(s)—
weighing benefits to controller, consumer and public of 
processing the data against the risks to consumers specific to 

• Scope: All activities presenting a heightened risk to consumers: 

▪ Processing personal data for targeted advertising 

▪ Sale of personal data 

▪ Processing of personal data for profiling that presents a 
foreseeable risk of unfair treatment of consumers or 
physical or financial injury to consumers 

▪ Processing of sensitive data 

• Provide copy to AG on request (if relevant to an investigation) 

❖ Covered entity must, every other year: 

• Conduct written privacy impact assessment that is reasonable 
and appropriate in scope given nature, volume and potential 
risks to privacy of the data collected, processed or transferred 

▪ Weighing benefits of entity’s use of data against potential 
material adverse consequences to individual privacy 

▪ Include additional information required by AG 

• Scope: All activities that may cause a substantial privacy risk 
(which activities qualify is not further defined) 

• Make a summary of the assessment publicly accessible 

• Provide summary of the assessment to AG on request 

Algorithm 
Impact 
Assessments 

n/a 
 

❖ Covered entity that uses a covered algorithm (defined p.1) “in a 
manner that poses a consequential risk of harm” must: 

• Conduct annual impact assessment—see p. 18-19—including 
describing steps taken to mitigate: harm to minors; use of 
algorithm to determine access to or restrictions on housing, 
education, employment, healthcare, insurance, credit, or public 
accommodations; and disparate impacts based on race, color, 
religion, national origin, sex, disability or political party status  

• Conduct pre-deployment design evaluation to reduce harm 

• Report results of assessments & evals. to AG within 30 days 

• Make summary of assessments & evaluations publicly available  

Processor/ 
Service 
Provider 
duties 

❖ Processor must: 

• Assist controller with responding to consumer requests 

• Assist controller with meeting data-security obligations 

• Notify controller of any security breach in processor’s system 

• Assist controller with data protection assessments 

• Act only pursuant to contract with controller that requires it to: 

▪ Keep confidential personal data it processes 

▪ Delete or return personal data at end of services 

▪ Cooperate with or conduct assessments of own services 

▪ Require all subcontractors (if any) via written contract to 
comply with processor’s obligations related to personal data 

❖ Service Provider must (even if only working for government entity):  

• Assist covered entity with responding to individual requests 

• Assist covered entity with privacy impact/algorithm assessments 

• Allow other assessments by covered entity or indep. assessor 

• Act only pursuant to contract with covered entity detailing: 

▪ Types of covered data and instructions and purposes for 
collecting, processing or transferring that data 

▪ Duration of processing 

▪ Prohibition on comingling data unless specifically allowed 

• Not collect, process or transfer data for covered entity if have 
actual knowledge covered entity violated law w/r/t that data 

• Delete or return covered data at end of services 

• Notify covered entity of any subcontractors and require, via 
written contract, them to comply with all obligations above 
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Third party  
requirements 

 
n/a 

❖ Third party may only process data it obtained from covered entity 
for allowed purposes and/or with required consents outlined above 

• Covered entity must enter contract with third party that: 

▪ Specifies purpose(s) for which covered data may be 
processed by 3rd party and not permit any other processing 

▪ Requires 3rd party to adhere to data security requirements 

▪ Requires 3rd party to adhere to this law’s requirements 

Regulation of 
de-identified 
data 

❖ Controller in possession of de-identified data must: 

• Take reasonable measures to prevent re-identifying the data and 
publicly commit to not attempting to re-identify the data 

• Contractually obligate recipients of the data to comply with law 
and monitor compliance with those contractual commitments 

 
n/a 

Special rules 
for special 
business types 

 
n/a 

❖ Small Business—annual revenue <$41,000,000 and process covered 
data <200,0000 individuals per year (beyond billing) in past 3 years: 

• May delete data in response to data-correction request 

• Relaxed requirements to respond to request for portable data 

• Need not conduct privacy impact or algorithm assessments 

• Need not train all employees with access to covered data 

• Need not designate data security & privacy officers 

• May not be sued by a private individual  

❖ Data broker—has >50% revenue from processing data it doesn’t 
collect or process/transfer data it doesn’t collect of >5,000,000 ppl/year  

• Must notify public of status as data broker on website / apps 

• Must annually register with AG and disclose name of broker and 
contact person, mailing address, email address, website, and 
categories of covered data it processes and transfers 
o Penalty: $100/day civil penalty (max. $10,000/year)  

• AG must make searchable online registry of registered brokers 

❖ Large data holder—has ≥ $250,000,000 annual gross revenue and 
collects/processes/transfers data of >5,000,000 ppl/year (except billing) 

• Must comply with consumer requests within 45 (not 60) days 

• Must prepare a plan to receive and investigate unsolicited 
reports of vulnerabilities in its data security systems 

• Must publish last 10 years’ privacy policies on public website, 
clearly describe each material change to them, and, if also a 
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covered entity, provide accessible short (<500 words) notice of 
its data privacy practices and individual’s rights 

• Annual statistics must be disclosed by July 1st each year on its 
website from link to privacy policy: # verified requests to access 
or delete data; # requests to opt-out of data transfers or targeted 
advertising; # requests complied with; average days to comply 

• Certify to AG annually its good faith compliance w/law (p.17) 

• Designate privacy protection officer (who reports to CEO) to 
periodically review privacy and security practices; conduct 
biennial comprehensive audits accessible to AG; develop 
training program for employees; and be contact for enforcement 

• Targeted advertising: may not engage in targeted advertising 
in willful disregard of fact individual targeted is a minor 

❖ High-impact social media company—has ≥$3 billion annual 
revenue and ≥300 million monthly active users in 3 of 12 prior months 

• Targeted advertising: may not engage in targeted advertising 
(a) if should have known or (b) in willful disregard of – fact 
individual targeted is a minor 

Remedies for 
violations 
 

❖ Attorney General may bring action under Unfair Trade Practices Act 
against a controller: 

• Must first provide notice of violation and 30-day right to cure; 
may not initiate action if controller or processor asserts in 
writing violations are cured and no future violations will occur 

Exceptions: 

• No AG power under UTPA to make rules interpreting LD 1973 

• No private right of action available under UPTA 

• Controller not liable if processor violates LD 1973 absent 
knowledge that processor would violate the law 

• Processor not liable for controller’s violations  

❖ Attorney General, DA or Municipal Counsel may bring action 
o/b/o Maine residents against covered entity or service provider for: 

• Injunctive relief to enforce compliance with law and rules 

• Damages, civil penalties, restitution or other compensation and 

• Reasonable attorney’s fees and litigation costs 

❖ Private action by individual injured by violation of law or rules 
against entity committing violation (except small business) for: 

• Actual damages or ≥ $5,000 civil penalty, whichever is greater 

• Punitive damages, injunctive & declaratory relief 

• Reasonable attorney’s fees and litigation costs 

Exceptions to liability (both public and private enforcement actions): 

• Covered entity transferring data not liable if service provider 
violates LD 1977 absent actual knowledge it would violate law 

• Entity receiving data not liable for transferring entity’s violation 

❖ Pre-dispute arbitration agreements are unenforceable 
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Repeal of 
other laws 

❖ Repeals 35-A M.R.S. §9301, which generally requires Internet 
Service Providers (ISPs) to obtain consent before using, disclosing or 
selling a customer’s personally identifying info.                       *See handout 

 
n/a 

Definition of 
targeted 
advertising 

     21.  Targeted advertising.  "Targeted advertising" means displaying 
advertisements to a consumer when the advertisement is selected based 
on personal data obtained or inferred from that consumer's activities 
over time and across nonaffiliated publicly accessible websites or online 
applications to predict that consumer's preferences or interests. 
"Targeted advertising" does not include: 

A.  Advertisements based on activities within a controller's own 
publicly accessible websites or online applications; 

B.  Advertisements based on the context of a consumer's current 
search query, visit to a publicly accessible website or online 
application; 

C.  Advertisements directed to a consumer in response to the 
consumer's request for information or feedback; or 

D.  Processing personal data solely to measure or report advertising 
frequency, performance or reach. 

18. Targeted advertising.  "Targeted advertising" means presenting to 
an individual or device identified by a unique identifier, or groups of 
individuals or devices identified by unique identifiers, an online 
advertisement that is selected based on known or predicted preferences, 
characteristics or interests associated with the individual or a device 
identified by a unique identifier.  "Targeted advertising" does not 
include advertising or marketing to an individual or an individual's 
device in response to the individual's specific request for information or 
feedback; an advertisement displayed based on the content or nature of 
the publicly accessible website or service in which the advertisement 
appears and does not vary based on who is viewing the advertisement; or 
processing covered data strictly necessary for the sole purpose of 
measuring or reporting advertising or content, performance, reach or 
frequency, including independent measurement. 
 

Effective Date Not specified (90 days after adjournment) - except 

• By July 1, 2025, consumer must opt-in to use of previously 
collected data for targeted advertising or for sale 

Most of bill effective: 180 days after adjournment - except 

• 1 year later: privacy impact assessment and large data holder 
certification requirements take effect 

• 2 years later: algorithm assessment requirement takes effect 
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Research reveals that at least the following states have enacted laws specifically regulating private entities’ 

collection, use and sharing of biometric identifiers and consumer health data. (This list may not be complete.) 

 

a) Biometric Identifiers:  

 

• The Illinois Biometric Information Privacy Act (BIPA), which is similar to LD 1705, regulates both 

“biometric identifiers” and “biometric information” derived from BIs.  Under BIPA, a private entity 

generally (a) must establish a publicly available written retention policy requiring destruction of BIs when 

the initial purpose for their collection has been satisfied or within 3 years of the subject’s last interaction 

with the entity; (b) may not collect, capture, purchase or otherwise obtain BIs unless it obtains the 

subject’s written consent after providing written notice that the BI is being collected or stored and why; 

(c) may not disclose or share a BI unless the subject consents or disclosure is required to complete a 

financial transaction or to comply with a law, subpoena or search warrant; (d) may not sell, lease, or trade 

a BI; and (e) must store and transmit BIs in a manner consistent with the industry standard of care and 

that is at least as protective as the manner in which it stores and transmits other sensitive information.  

BIPA establishes a private right of action, through which an aggrieved person may recover actual or 

liquidated damages (in the same amounts as in LD 1705), reasonable attorney’s fees, costs and equitable 

relief for each violation. BIPAA does not: affect the admissibility of evidence in court; apply to financial 

institutions subject to the Gramm-Leach-Bliley Act; or apply in a way that conflicts with federal HIPAA 

or its regulations. See 740 ILCS 14. 

 

• Texas generally: (a) prohibits a person from capturing a biometric identifier for a commercial purpose 

unless the person informs the individual before capturing the BI and obtains the individual’s consent; 

(b) prohibits the sale, lease or disclosure of a BI by any person unless the individual consents to the 

disclosure for identification if the individual disappears or dies, the disclosure is required to complete a 

financial transaction requested by the individual, or the disclosure is authorized by law or a search 

warrant; (c) requires BIs to be stored in a manner consistent with the industry standard of care and that is 

at least as protective as the manner in which it stores and transmits other confidential information; and 

(d) requires the destruction of BIs within a reasonable time not later than the first anniversary of the date 

the purpose of collecting the BI expires or the date that another law requires the instrument or document 

associated with the BI to be maintained.  The state attorney general may bring an action for civil penalties 

of up to $25,000 per violation of this law.  The law does not apply to voiceprint data retained by financial 

institutions or their affiliates.  See Tex. Bus. & Com. Code §503.001. 

 

• Unless a BI is collected to prevent fraud or theft or to protect the security of accounts, Washington law 

generally: (a) prohibits a non-government individual or entity from capturing and storing BI for a 

commercial purpose without first providing notice, obtaining consent or providing a mechanism by which 

a consumer can prevent subsequent use of the BI; (b) prohibits the sale, lease or disclosure of a BI for a 

commercial purpose absent consent of the individual unless the sale, lease or disclosure is necessary to 

provide a requested product or service, is required by law or a court order, is made to prepare for 

litigation or is to a third party that contractually agrees to protect the information; and (c) requires 

individuals and entities that possess BIs for a commercial purpose to retain BIs no longer than is 

necessary and to take reasonable care to prevent unauthorized access to the BIs.  Violations of the 

Washington Law are considered unfair or deceptive acts and unfair competition and are enforceable 

solely by the state attorney general. The law does not apply to activities subject to federal HIPAA and its 

regulations See R.C.W. ch. 19.375. 

 

 

 

 

 

https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3004&ChapterID=57
https://statutes.capitol.texas.gov/Docs/BC/htm/BC.503.htm#503.001
https://app.leg.wa.gov/RCW/default.aspx?cite=19.375
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b) Consumer Health Data 

 

• The Connecticut Data Privacy Act (CTDPA), a general consumer privacy law, was amended shortly 

before it took effect on July 1, 2023 to include protections for “consumer health data”— non-public 

personal data used “to identify a consumer’s physical or mental health condition or diagnosis” to the 

extent the CHD is not subject to regulation by HIPAA. The CTDPA applies to “controllers,” which are 

generally non-governmental (defined also as non-tribal governmental) individuals and entities that 

conduct business in or target products or services to the state and that control or process the personal data 

of at least 100,000 consumers or of at least 25,000 consumers and more than 25% of their revenue derives 

from the sale of personal data.  The CTDPA treats CHD as “sensitive data” and generally: (a) requires a 

controller to limit the collection of CHD to what is reasonably necessary and disclosed to the consumer; 

(b) prohibits a controller from processing or selling CHD without the consumer’s consent or processing 

CHD for purposes of targeted advertising; (c) requires a controller to provide a mechanism for a 

consumer to revoke consent that is “at least as easy” as the mechanism to consent and to comply with the 

revocation request within 15 days; (d) requires a controller to maintain data security practices appropriate 

to the volume and nature of the personal data at issue; (e) prohibits a controller from discriminating 

against a consumer that exercises its rights under the CTDPA; (f) requires a controller to provide 

consumers with a clear privacy notice explaining the categories of data it processes, and why, and what 

categories it shares with third parties as well as how consumers may exercise their rights; (g) requires a 

controller to regulate the activities of processors via contract; and (h) prohibits any person from 

establishing a geofence within 1,750 feet of a mental health or reproductive or sexual health facility for 

purposes of identifying, tracking, collecting data from or sending notices to consumers regarding the 

consumer’s CHD.  Violations of the CTDPA are enforceable by the Attorney General under the unfair 

trade practices act, except that prior to December 31, 2024, the Attorney General must issue a notice of 

violation and provide controllers a 60-day period to cure the violation.  See Conn. Gen. Stat. §§ 42-515 to 

-525 as amended by Public Act No. 23-56. 

 

• The Washington My Health My Data Act, which is similar to LD 1902, regulates “consumer health 

data”—non-public personal information “reasonably linkable to a consumer” that identifies the 

consumer’s physical or mental health status (with examples, like biometric data or location information 

related to an attempt to obtain health care, that mirror the definition in LD 1902) to the extent it is not 

regulated by federal HIPAA.  The Washington law applies to “regulated entities,” which are non-

governmental (including non-tribal governmental) entities that conduct business in or target products or 

services to consumers in the state.   Like LD 1902, the Washington law generally (a) requires a regulated 

entity to obtain separate  consent for collection and for sharing of CHD, unless collection or sharing is 

necessary to provide a product or service requested by the consumer; (b) requires a regulated entity, on 

receipt of an authenticated request, to confirm collection or sharing (or selling) of CHD, to comply with a 

consumer’s withdrawal of consent for collection or sharing (or selling) of CHD, and to comply with the 

consumer’s request to delete their CHD and notify transferees of the deletion request;1 (c) requires a 

regulated entity to establish and adhere to a CHD privacy policy posted on its homepage and adopt and 

follow security practices that limit access to CHD consistent with the industry standard of care; 

(d) prohibits any regulated entity from discriminating against a consumer for exercising any rights under 

the law; (e) limits processors to the activities authorized by contract with a regulated entity; and 

(f) prohibits any person from implementing a geofence to identify a health care facility’s customers, 

except that unlike LD 1902 the geofence restrictions are limited to the area within 2,000 feet of the 

facility and the geofence prohibition applies to the collection only of CHD from customers or the 

targeting of customers only with messages related to their CHD or health care services.  Also unlike LD 

1902, the Washington law generally (a) allows the sale of CHD with consent of the consumer, which 

                                                      
1 Unlike LD 1902, Washington law provides that, if the CHD is stored on archived or backup system, deletion of CHD may 

be delayed for up to 6 months after authenticating a consumer’s deletion request to restore the archived or backup system. 

https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/current/pub/chap_743jj.htm
https://www.cga.ct.gov/2023/act/Pa/pdf/2023PA-00056-R00SB-00003-PA.PDF
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consent expires one year after it is made and may not be a condition for the sale of goods or services to 

the consumer; (b) allows regulated entities to collect, use or disclose CHD to prevent, detect or respond to 

security incidents, identity theft, fraud, harassment or other illegal activities; (c) does not require the 

establishment of a CHD retention policy requiring deletion of CHD at the end of provision of services; 

and (d) delays from March 31, 2024 to June 30, 2024 the law’s applicability to certain small businesses. 

Violations of the law are per se violations of the Washington Consumer Protection Act, which allows 

actions for monetary and equitable relief to be brought by the Attorney General and private parties.  See 

R.C.W. Ch. 19.373. 

 

• Nevada recently passed legislation, which takes effect March 31, 2024, regulating “consumer health 

data,” which is defined more narrowly than in LD 1902 to include only non-public personal information 

“reasonably linkable to a consumer” that is used by a regulated entity to identify a consumer’s health 

status (with examples, like biometric data or location information related to an attempt to obtain health 

care, that mirror the definition in LD 1902) to the extent it is not regulated by federal HIPAA.  Like LD 

1902, the Nevada law generally (a) requires a regulated entity to obtain separate consent for collection 

and for sharing of CHD, unless collection or sharing is necessary to provide a product or service 

requested by the consumer; (b) requires a regulated entity, on receipt of an authenticated request, to 

confirm collection or sharing (or selling) of CHD, to comply with a consumer’s withdrawal of consent for 

collection or sharing (or selling) of CHD, and to comply with the consumer’s request to delete their CHD 

and notify transferees of the deletion request;2 (c) requires a regulated entity to establish and adhere to a 

CHD privacy policy posted on its main Internet website and adopt and follow security practices that limit 

access to CHD consistent with the industry standard of care; (d) prohibits any regulated entity from 

discriminating against a consumer for exercising any rights under the law; (e) limits processors to the 

activities authorized by contract with a regulated entity; and (f) prohibits any person from implementing a 

geofence to identify a health care facility’s customers, except that unlike LD 1902 the geofence 

restrictions are limited to the area within 1,750 feet of the facility and also the geofence prohibition 

applies to the collection only of CHD from customers or the targeting of customers only with messages 

related to their CHD or health care services.  Also unlike LD 1902, the Nevada law generally: (a) allows 

the sale of CHD with consent of the consumer, which consent expires one year after it is made and may 

not be a condition for the sale of goods or services to the consumer; and (b) does not require the 

establishment of a CHD retention policy requiring deletion of CHD at the end of provision of services.  

Violations of the law constitute deceptive practices enforceable by the Attorney General for which 

restitution and injunctive relief may be ordered and, in certain circumstances, civil penalties or criminal 

misdemeanor penalties. However, there is no private right of action for violations of the law.  See Nev. 

Sen. Bill 370 (as enacted). 

                                                      
2 Unlike LD 1902, the Nevada law provides that, if the CHD is stored on archived or backup system, deletion of CHD may be 

delayed for up to 2 years after authenticating a consumer’s deletion request to restore the archived or backup system.  

https://app.leg.wa.gov/documents/laws/RCWArchive/2023/RCW%20%2019%20.373%20%20CHAPTER.htm
https://www.leg.state.nv.us/Session/82nd2023/Bills/SB/SB370_EN.pdf
https://www.leg.state.nv.us/Session/82nd2023/Bills/SB/SB370_EN.pdf
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